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WAP: Web Application Penetration Testing

Objective:

Who should attend:

Duration:
Method:
Venue:

Fee:

ndngns Web Application Penetration Testing (WAP) aanuuuxniiaiinainug
wazinwzludunsaumdadiniaas Web Application uwaizausinafialunis
Taufiszuy  wianmsvinlussuuvigalusnnsseuy  Hudeuiatinanuilunissnmn
anulaandalii Web Application Teadivdssiuuiesgsiy Open  Web
Application Security Project (OWASP) vifugjiainausu sielunanauiuay
UHdd sudgnsussena wasneaasdfilia (Lab & Workshop) annsatunisal
Faad Hidnausulvaunsaanagaudasivizas Web Site vigualssiaauiag
ARaAIUNTITaaNTIEIIURaLIIlsTAuAaITHITIATIANY  wiyAARTALAEITRILAY

usvis  Wasunsutlwizasdasviiianany saudouuilfidansalunisiidu
wailladszifuadasing

Security Penetration Tester (Beginner to Intermediate Level)
Information Security Consultant

Web application programmer

3 Days (09:00 — 16:00)

Lecture, workshops and Lab

Jasmine City Hotel, Soi Sukhumvit 23, Klongtoey-Nua, Wattana, Bangkok

14,500 Baht (Early Bird 13,500 Baht - to be paid 2 weeks prior to training)

This price does not include 7% VAT.

Language:
Instructor:

Course Outline:
1. Generation of

Thai
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Hacker/Ethical Hacker

e Hacker (Black and White)

e Cracker

e Hacktivist

e Cyberterorism

e Cyber Warfare

e Motivation and Ethical

e Hacking vs. Penetration Testing

e Rule of

Thumb in Hacking and Penetration Testing

e Laws and Due Diligence and Contract
e NEWS (update)
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2. Fundamental of Web Application (Recap)

Web Application Technology (Web 1.0, Web 2.0 and Web 3.0)
Web Technology (HTML5 and CSS 3)

Architecture of Client/Server

OSI Layer

Transmission Control Protocol and Internet Protocol (TCP/IP)
HTTP Method and Version

Web Application vs. Web Service

Infrastructure Perimeter vs. Web Application Firewall

Attack Vector and Attack Pattern

3. Fundamental of Web Application Penetration Testing

Web Application Penetration Testing Engagement

Web Application Penetration Testing Goal, Strategy and Approach

Web Application Penetration Testing Methodology and Framework

(Web Application Hacking Anatomy: Estimate and Evaluation theTarget, Exploring the
Information, Enumeration, Exploitation, Embedding, Evasion and Evanescence)

Web Application Penetration Testing Technique and Sense

Web Application Scanning Tools/Assessment Tools and Exploit Tools

OWASP Top 10 Vulnerability of the World Cyber Risk over Web Application

4. Web Application Penetration Testing and Countermeasure

Exploring The Information

(Google Hacking, Server Fingerprint, Whois, Web Spider, Hidden File, Default
Configuration, Directory Listing, Disclose from Error Handing and etc)

Server Side Attacked

(Flaw of SQL Injection, Xpath Injection, LDAP Injection, HTML Injection and etc)
Client Side Client Attacked

(Malicious Execution by Cross-site Scripting (XSS), Click jacking, Cross-Site Request
Forgery (CSRF/XSRF), Side Jacking and Surf Jacking

Authentication (Bypass and Brute-Forcing)

Authorization (Insecure Direct Object References and Failure to Restrict URL Access)
Session Management Flaw and Prediction (Session Fixation, and Session Hijacking)
Insecure Transportation Cryptography and Storage Cryptography (Heart Bleed
Attack)

Business Work Flow Flaws

Denial of Services and DDOS

5. Fundamental Web Application Penetration Testing Report and Risk Assignment

Knowledger Co, Ltd.

IT Security Governance, Regulation and Standards

IT Security Risk Assessment

Web Application Penetration Scanning vs. Assessment vs. Audit vs. Penetration
Testing

Penetration Report Development and Submit Period
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